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What is Peer to Peer What is Peer to Peer 
Computing?Computing?

�� Pure: Peers have  same Pure: Peers have  same 
capability and capability and 
responsibility. Symmetric responsibility. Symmetric 
communicationcommunication

�� Hybrid: Servers facilitate Hybrid: Servers facilitate 
the interaction between the the interaction between the 
peers.peers.
Sharing of Computing Resources via Direct 

Exchange Between Computers
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�� New peerNew peer--toto--peer applications are to the peer applications are to the 

next generation of the Internet as Mosaic next generation of the Internet as Mosaic 
was to the second.was to the second.

�� A billion connected computers is A billion connected computers is 
naturally organized as millions of smaller naturally organized as millions of smaller 
virtual webs.virtual webs.

�� PeerPeer--toto--peer computing is the natural peer computing is the natural 
selfself--organizing complement to the organizing complement to the 
centralized organization of clientcentralized organization of client--server server 
computing.computing.
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19501950 19601960 19701970 19801980 19901990

19571957
Sputnik Sputnik �� ARPAARPA

19621962
ARPAnetARPAnet
ProposedProposed

19711971
email Appearsemail Appears

19691969
First 4First 4--node node 

ARPAnetARPAnet
WWW ProposedWWW Proposed

19921992
50 Web Servers 50 Web Servers 
on the Interneton the Internet

19931993
Mosaic AppearsMosaic Appears

19941994
10K Web Servers 10K Web Servers 

on the Interneton the Internet
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First Generation:First Generation:
World Wide AccessWorld Wide Access

� Access to linked 
information from within 
a text document.

� Viewing of context 
relevant information

� Multiple protocols
�Telnet
�FTP
�Gopher
�WAIS
�HTTP

Dynamic access to context sensitive 
information.

(First Graphical WWW Browser for the NeXTStep OS)
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There are two ages of the Internet - before Mosaic, and after. The 
combination of Tim Berners-Lee's Web protocols, which provided 
connectivity, and Marc Andreessen's browser, which provided a great 
interface, proved explosive. In twenty-four months, the Web has gone 
from being unknown to absolutely ubiquitous.
A Brief History of Cyberspace
Mark Pesce, ZDNet, October 15, 1995

Mosaic added the infrastructure that enabled 
the early web to flourish.

��Comprehensive graphical browserComprehensive graphical browser
��Hid the retrieval process from the user.Hid the retrieval process from the user.
��Merged all webs into a WWW.Merged all webs into a WWW.

Second Generation:Second Generation:
Advent of MosiacAdvent of Mosiac
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IntelIntel
LabsLabsCopyright © 2000 Intel Corporation.

Fall 2000

Third Generation:Third Generation:
Peer to Peer ComputingPeer to Peer Computing

�� From zero to fifty COMPANIES in under a yearFrom zero to fifty COMPANIES in under a year
�� Dozens of ideasDozens of ideas
�� Hundreds of thousands of participants now!Hundreds of thousands of participants now!

If a million people use a Web site simultaneously, doesn't that If a million people use a Web site simultaneously, doesn't that 
mean that we must have a heavymean that we must have a heavy--duty remote server to keep them duty remote server to keep them 
all happy? No; we could move the site onto a million desktops all happy? No; we could move the site onto a million desktops 
and use the internet for coordination. Could Amazon.com be an and use the internet for coordination. Could Amazon.com be an 
itinerant horde instead of a fixed Central Command Post? Yes. itinerant horde instead of a fixed Central Command Post? Yes. 
David Gelernter, The Second Coming 
– A Manifesto

Peer-to-peer computing is leading us into the 
third generation of the internet!



IntelIntel
LabsLabsCopyright © 2000 Intel Corporation.

Fall 2000

PeerPeer--Peer Computing:Peer Computing:
Wave as strong as the introduction of MosaicWave as strong as the introduction of Mosaic

Created the ‘e’ Created the ‘e’ 
RevolutionRevolution

The Next The Next 
Computing Computing 
RevolutionRevolution

Pre-Mosaic 
Web:
�NNTP
�WAIS
�Gopher
�WWW

Pre Peer –
Peer Web
� Shared  

Drives
� FTP
� Windows for 

WG

Napster
Gnutella

Trigger

Mosaic

Trigger

Key Component

Infrastructure
�Ease of Use
�Common 
Protocols

�Standards
�Scalability

Key Component
Infrastructure
� Ease of Use
� Common 

Protocols
� Standards
� Scalability
� Security

Infrastructure is the Key success factor.
Intel enables infrastructure.



IntelIntel
LabsLabsCopyright © 2000 Intel Corporation.

Fall 2000AgendaAgenda
�� What is Peer to Peer Computing?What is Peer to Peer Computing?
�� The Three Ages of the InternetThe Three Ages of the Internet
�� Current PeerCurrent Peer--toto--Peer Computing ModelsPeer Computing Models
�� What are the Implications?What are the Implications?
�� What is Needed?What is Needed?
�� Next stepsNext steps



IntelIntel
LabsLabsCopyright © 2000 Intel Corporation.

Fall 2000Current ModelsCurrent Models
�� Broker mediated file sharingBroker mediated file sharing

––Users register files with a broker for Users register files with a broker for 
sharing; use broker to find files to copy sharing; use broker to find files to copy 

Broker

BobBob CarolCarol

Carol has it

Where is “Q4 Roadmap”?

Copying Q4 Roadmap
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�� PeerPeer--toto--Peer File SharingPeer File Sharing

–– Users register files with network neighbors.Users register files with network neighbors.
–– Search across the network to find files to copy.Search across the network to find files to copy.
–– Does not require a centralized broker.Does not require a centralized broker.

Where is Q4 Roadmap?Where is Q4 Roadmap?

Bob CarolCarol

Ted AliceAlice

Copying Q4 RoadmapCopying Q4 Roadmap

Carol has Q4 RoadmapCarol has Q4 Roadmap

Where is Q4 Where is Q4 
Roadmap?Roadmap?

Carol has Q4 Carol has Q4 
RoadmapRoadmap
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Current ModelsCurrent Models
�� Cycle SharingCycle Sharing

–– Example: SETI@home scans radio telescope imagesExample: SETI@home scans radio telescope images
–– Chunks of data are sent to client in suspend mode.Chunks of data are sent to client in suspend mode.
–– Data is processed by clients when client is not in Data is processed by clients when client is not in 

use and returned to the master.use and returned to the master.
Master

BobBob CarolCarolJimJim SusanSusan

Data CrunchingData Crunching Data CrunchingData Crunching Data CrunchingData Crunching Data CrunchingData Crunching

Raw Raw 
DataData

Processed Processed 
DataData

Raw Raw 
DataData

Processed Processed 
DataData
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Understanding the Understanding the 
ImplicationsImplications
��Server layer is the layer we rely on in enterprise Server layer is the layer we rely on in enterprise 
business.business.

��Client Layer below is largely untapped as part of Client Layer below is largely untapped as part of 
the enterprise network infrastructure.the enterprise network infrastructure.

��In a large business client layer might have:In a large business client layer might have:
––2000 Clients x 10 GB/client = 20 TB spare storage. 2000 Clients x 10 GB/client = 20 TB spare storage. 
––2000 Clients x 233 MHz/client x 9 ops/cycle = 4.2 2000 Clients x 233 MHz/client x 9 ops/cycle = 4.2 
trillion ops/second of spare processing power.trillion ops/second of spare processing power.

Network of clients in enterprise business is a
massive untapped resource for corporate IT.
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Usage ModelsUsage Models
Universal file
Sharing
Protected content
distribution

Distributed
Computing
New usage models
enabled by 10X
reduction in
computation cost

Active distributed
storage sharing
Reduce need for file servers
Migrate files to area of use

Collaboration
Secure file 
sharing in ad-hoc 
groups

Intelligent 
Agents
Cooperative 
search engine.
Computer virus 
quarantine

Intelligence



IntelIntel
LabsLabsCopyright © 2000 Intel Corporation.

Fall 2000Virtual Private Webs:Virtual Private Webs:
A VisionA Vision
�� Access should be by content, not addressAccess should be by content, not address
�� Members are peoples, not NICs Members are peoples, not NICs 
�� Sharing in a VPWSharing in a VPW

–– Full network capability, but restricted to VPWFull network capability, but restricted to VPW
–– Web pagesWeb pages
–– EE--mailmail
–– MessagingMessaging
–– File SharingFile Sharing

–– Directory views shared within the VPWDirectory views shared within the VPW
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Server StorageServer Storage

�� Expensive EquipmentExpensive Equipment
�� Expensive Floor SpaceExpensive Floor Space
�� Expensive AdministrationExpensive Administration
�� Expensive RedundancyExpensive Redundancy

san

PeerPeer--toto--Peer StoragePeer Storage

�� Inexpensive EquipmentInexpensive Equipment
�� Inexpensive Desk SpaceInexpensive Desk Space
��Low MaintenanceLow Maintenance
�� Inexpensive RedundancyInexpensive Redundancy

Leverage always on, always connected client side storage
to deliver significantly lower cost storage solution
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Enterprise Usage Models:Enterprise Usage Models:
Small Group File SharingSmall Group File Sharing

Sales Data

Product Specs.

Financials

Advertising 

Market Overview

Advertising

Sales Data Market Overview

Financials

Product Specs.

Virtual Document

�Virtual docs created from 
components residing on 
clients.

� Secure file sharing in 
small workgroups.

� Creation of component
documents.

�Component pieces 
updated on network in real 
time.

� No more outdated docs       
clogging up the web.

�OS file sharing is a start, 
but doesn’t work across 
the Internet.
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Enterprise Usage Models:Enterprise Usage Models:
Distributed Search EngineDistributed Search Engine

t = 1
Rev 1.0

t = 2
Rev 1.1

t = 3
Rev 1.2

t = 4
Rev 1.3

Rev 1.3Rev 1.2Rev 1.1Rev 1.0Peer to Peer Peer to Peer 
search returnssearch returns

Rev 1.3Rev 1.0
(OUTDATED)

Rev 1.0
(OUTDATED)

Rev 1.0Server search Server search 
returnsreturns

Pentium is a registered trademark of  Intel Corp.
*Other brands and names are the property of their respective owners
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SEG Consumer Solutions
� Extend Intel’s core leadership & strengths

� PC technologies and innovations are enabling Internet innovations
� Enabling efforts: Seamless server/client/device interoperability
� Breadth: All platforms inside and outside the home

� Enable end-to-end industry solutions 
� Platforms: Complete server, client & device solutions
� Software: Complete stacks w/ repeatability & scalability
� Infrastructure: Drive common communication technologies & protocols

� Accelerate consumer awareness & adoption
� Develop strategic alliances & compelling usage models
� Highlight industry momentum via events and PR
� Visibly deploy end to end solutions that realize e-Home vision
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“In March, a coalition of Sandia [Peer-to-Peer] cyberagents successfully 
protected five network-linked computers over two full working days of 
concentrated attack by a four-person hacker force called the Red Team, an 
expert hacker group, also at Sandia, whose purpose is to test the defenses of 
governmental and corporate computer systems.”

Enterprise Usage Models:Enterprise Usage Models:
PeerPeer--toto--Peer Virus ProtectionPeer Virus Protection

“Strange 
ILOVEYOU.VBS 

file…”

“Strange 
ILOVEYOU.VBS 

file…”

“Strange 
ILOVEYOU.VBS 

file…”

“Strange 
ILOVEYOU.VBS 

file…”
VIRUS WARNING
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�� UbiquityUbiquity
�� StandardsStandards

–– InteroperabilityInteroperability
–– SecuritySecurity
–– RobustnessRobustness

�� PerformancePerformance
�� CommunityCommunity
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UbiquityUbiquity
�� Billion connected computers is NOT Billion connected computers is NOT 

enough!enough!
�� 30 companies today, 300 tomorrow. 30 companies today, 300 tomorrow. 

After that?After that?
�� How do we guarantee profusion How do we guarantee profusion 

enhances rather than destroying?enhances rather than destroying?
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StandardsStandards
�� How is interoperability achieved?How is interoperability achieved?

–– Imposition by dominant playerImposition by dominant player
––StandardsStandards

�� No dominant player, so we must have No dominant player, so we must have 
standardsstandards

Standards critical for interoperability
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SecuritySecurity
�� Secure Sharing in GroupsSecure Sharing in Groups

––Guarantee trust within a secure groupGuarantee trust within a secure group
––Prevent unauthorized accessPrevent unauthorized access

�� Protection against attackProtection against attack
––Protection against viruses, worm, . . .Protection against viruses, worm, . . .
––Protection against manProtection against man--inin--thethe--middle middle 

attacksattacks
Security is crucial for peer-to-peer computing
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RobustnessRobustness
�� ControlControl

––Backup/Restore alternativeBackup/Restore alternative
––Guaranteed identity of contentGuaranteed identity of content
––Storage  & Network ManagementStorage  & Network Management

�� Provision for intermittent connectivityProvision for intermittent connectivity
�� Resilience against software and Resilience against software and 

hardware failureshardware failures
Making a useful whole from unreliable parts
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PerformancePerformance
�� What are the performance implications What are the performance implications 

of a billion connected computers?of a billion connected computers?
�� 100 million virtual private webs?100 million virtual private webs?
�� What are the inherent scalability What are the inherent scalability 

limits?limits?
�� What are the performance limits of What are the performance limits of 

protocols?protocols?
What are the performance implications?
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CommunityCommunity
�� Diverse Parties of InterestDiverse Parties of Interest

–– IT departmentsIT departments
––Enterprise Computer UsersEnterprise Computer Users
––PeerPeer--toto--peer application developerspeer application developers
––Open Source CommunityOpen Source Community

Community essential to ubiquity
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First meeting scheduled for First meeting scheduled for 
September 26, 2000 September 26, 2000 

Santa Clara, CASanta Clara, CA
Details will appear on web siteDetails will appear on web site

http://www.Peerhttp://www.Peer--toto--PeerWG.orgPeerWG.org
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�� Determine what specifications are Determine what specifications are 

neededneeded
�� Define the needed specificationsDefine the needed specifications
�� Distribute reference implementationsDistribute reference implementations
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�� Fire up your imagination!Fire up your imagination!
�� Join the PeerJoin the Peer--toto--Peer Working GroupPeer Working Group

––PeerPeer--toto--Peer Application DevelopersPeer Application Developers
––Open Source DevelopersOpen Source Developers
–– Information Technology ArchitectsInformation Technology Architects
––Enterprise Early AdoptersEnterprise Early Adopters

http://www.Peer-to-PeerWG.org
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Usage ModelsUsage Models
Universal file
Sharing
Protected content
distribution

Distributed
Computing
New usage models
enabled by 10X
reduction in
computation cost

Active distributed
storage sharing
Reduce need for file servers
Migrate files to area of use

Collaboration
Secure file 
sharing in ad-hoc 
groups

Intelligent 
Agents
Cooperative 
search engine.
Computer virus 
quarantine

Intelligence
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�� PeerPeer--toto--Peer File SharingPeer File Sharing

–– Demonstration by Intel IT GroupDemonstration by Intel IT Group
–– File sharing in work groups; rapid updateFile sharing in work groups; rapid update
–– Automatic distribution of training materialsAutomatic distribution of training materials

�� Secure Gnutella using Trusted Secure Gnutella using Trusted 
Computing PlatformComputing Platform

�� Distributed Business ComputingDistributed Business Computing
�� Distributed File ServerDistributed File Server
�� PeerPeer--toto--Peer GamingPeer Gaming



IntelIntel
LabsLabsCopyright © 2000 Intel Corporation.

Fall 2000Demonstrations Demonstrations -- SetupSetup

Wan 
Simulator

H u b

H u b

Hub

Hub

PC 9

PC 8

PC 6

Directory Server

United 
Devices Linux 
Box

Applied Meta Computing 
Linux Box

PC 5PC 4PC 3

PC 1

PC 10

PC 2

TCPA Box 2

TCPA Box 1
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�� PeerPeer--toto--Peer Working Group web sitePeer Working Group web site

– http://www.Peer-to-PeerWG.net

�� Follow up for items in this trackFollow up for items in this track
–– Applied Meta Computing: http://www.appliedmeta.comApplied Meta Computing: http://www.appliedmeta.com
–– Currid & Company: http://www.currid.com Currid & Company: http://www.currid.com 
–– CenterSpanCenterSpan: http://www.: http://www.CenterSpanCenterSpan.com.com
–– Hummer Winblad Venture Partners: http://www.humwin.comHummer Winblad Venture Partners: http://www.humwin.com
–– Legion: http://www.cs.virginia.edu/~legion/Legion: http://www.cs.virginia.edu/~legion/
–– SETI@home: http://setiathome.ssl.berkeley.edu/SETI@home: http://setiathome.ssl.berkeley.edu/
–– Trusted Computing Platform Alliance: http://www.trustedpc.orgTrusted Computing Platform Alliance: http://www.trustedpc.org
–– United Devices: http://www.uniteddevices.comUnited Devices: http://www.uniteddevices.com


